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PRIVACY NOTICE (WORKFORCE)

Reviewed and updated: February 2024 
Next review: February 2025 
This privacy notice explains how we collect, store, and use personal data about individuals we employ, or otherwise engage, to work at our school during and after your working relationship with us. In accordance with UK General Data Protection Regulation (UKGDPR)

St Johns Bosco College, Parkham Street, SW11 3DQ, is the ‘data controller’ for the purposes of data protection and we are responsible for deciding how we hold, use, and share personal information about you.

What is personal information

Personal information is information that the school holds about which identifies you and includes information such as your name, date of birth and addresses as well as other records.

Collecting personal information

Most of the information we collect from you is mandatory, some information of it is provided to us on a voluntary basis.

We may collect information from your application form, but we will also collect information in a number of different ways. This might be through the Home Office, our pension providers, medical and occupational health professionals we engage with, your trade union and other employees. Information is also collected through CCTV, access control systems and IT systems we have in place.

When we request information from you, we make it clear whether you must provide this information (and if so, what the possible consequences are of not complying), or whether you have a choice. Where we have obtained consent to use personal data, this consent can be withdrawn at any time. We will make this clear when we ask for consent and explain how consent can be withdrawn.

How we use personal information 

We use your information to allow us to fulfil our contract with you and to enable us to comply with legal obligations. The ways in which we will use your personal information are: 

· Facilitate safer recruitment, as part of our safeguarding obligations towards pupils and compliance with our legal and regulatory obligations.

· To carry out effective performance of employee contracts and maintain employment records.

· Personnel management including recruitment, retention, sickness, and attendance. 

· Human resources administration including payroll, pensions, and other benefits.

· Enable management, planning and development of the workforce including accounting and auditing.

· Education, training, and development.

· Allow better financial modelling and planning.

· Employment arrangement including continued employment/engagement, terminating working relationships and post-termination arrangements.

· Equal opportunities monitoring and compliance.

· Complying with legal obligations.

· Monitoring and management of staff access to systems and facilities to protect our network, personal data of our employees and for the purposes of safeguarding.

· Support the work of the School Teachers’ Review Body

· Health and safety obligations.

· Prevention of fraud or other criminal offences

Categories of personal data we hold

We process data relating to those we employ, or otherwise engage, to work at our school. Personal data that we may collect, use, store, and share (when appropriate) about you includes, but is not restricted to:

· Personal information and contact details such as name, date of birth, marital status, phone numbers and personal email address.

· Next of kin and emergency contact information such as name, relationship, phone number and email addresses.

· Salary, pension, and benefits information, including payment details, payroll records. Tax status information and National Insurance number.

· Recruitment information, including copies of right to work documentation, references and other information included in an application form or cover letter or as part of the application process.

· Qualifications and employment records, including work history, job titles, working hours, training records and professional memberships.

· Criminal records information as required by law to enable you to work with children and any evidence to support criminal record check applications, such as passport, driving license, birth certificate and proof of address.

· Employment contract information, such start dates, hours worked, post and roles.

· Performance information – appraisals, performance reviews and capability issues.

· Time, attendance, sickness, and absence records.

· Information on conduct and/or disciplinary issues involving you.

· Information on grievances raised or involving you. 

· Images captured by the school’s CCTV system.

· Photographs taken of you at school whilst undertaking duties.

· Recordings from the school’s video conferencing platform.

· Data about your use of the school’s information and communications system.

Particularly Sensitive Information 

We may also collect, store, and use information about you that falls into "special category data” which require a higher level of protection and further justification for collecting, storing and use. This includes information about (where applicable):
· Race, ethnicity, religious beliefs, sexual orientation, and political opinions – to ensure meaningful equal opportunity monitoring and reporting/

· Trade union membership – to pay trade union premiums and to comply with employment law obligations.

· Health, including any medical conditions, and sickness records to ensure your health and welfare in the workplace and to assess your fitness to work, to provide appropriate workplace adjustments, manage sickness absence and to administer benefits.

We may process this data in the following way:

· In limited circumstances, with your explicit consent.

· Where we need to carry out our legal obligations in line with our data protection policy.

· Where it is needed to assess your working capability on health grounds, subject to appropriate confidentiality safeguards.

· Where it is needed in the public interest, such as for equal opportunities. Monitoring (or in relation to our pension scheme.

How we store this data 

Personal data is stored in line with our Data Protection Policy.

We create and maintain an employment file for each staff member. The information contained in this file is kept secure and is only used for purposes directly relevant to your employment.

Once your employment with us has ended, we will retain this file and delete the information in it in accordance with our record retention schedule.
We will keep personnel records for 6 years from the date of termination.

Our lawful basis for using this data
We only collect and use personal information about you when the law allows us to. Most commonly, we use it where we need to:

· Fulfil a contract we have entered into with you.

· Comply with a legal obligation.

· Carry out a task in the public interest.

Less commonly, we may also use personal information about you where:

· You have given us consent to use it in a certain way.

· We need to protect your vital interests (or someone else’s interests) 

Where you have provided us with consent to use your data, you may withdraw this consent at any time. We will make this clear when requesting your consent and explain how you go about withdrawing consent if you wish to do so.

Some of the reasons listed above for collecting and using personal information about you overlap, and there may be several grounds which justify the school’s use of your data.

Sharing Data

We do not share information about you with any third party without your consent unless the law and our policies allow us to do so.

Where it is legally required, or necessary (and it complies with data protection law), we may share personal information about you with:

· The Department for Education (DfE).

· Ofsted.

· The Local Authority.

· LADO.

· Prospective employers/recruitment agencies. 

· Suppliers and service providers – to enable them to provide the service we have contracted them for, such as payroll, pensions, HR, insurance, and IT support,

· Occupational Health.

· Trade unions and associations.

· DBS

· Health and social welfare organizations (such as social services)

· Professional advisers and consultants

· Police forces, courts, tribunals

· Professional bodies

When sharing information this will be done securely and anonymized where possible.

The recipients of information are bound by confidentiality obligations, and we require them to respect the security of the data we provide and treat it in accordance with the law.

We will not share information with anyone without consent unless otherwise required by law.

Transferring data internationally

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in accordance with data protection law.

Your rights – access, correction, erasure, and restriction
Under certain circumstances, by aw you have the right to:

· Access your personal information known as a ‘subject access request’ to gain access to personal information that the school holds about you and check we are lawfully processing it.
· Correct personal information we hold about you.
· Erase personal information we hold about you by deleting or removing personal data if there is not good reason for us to continue to process it.
· Restrict processing of your personal data if you want. Us to establish its accuracy before processing it.
· Object to the use of your personal data if it would cause, or is causing, damage or distress.
· Prevent your data being used to send direct marketing.
· Object to the use of your personal data for decisions being taken by automated means (by a computer or machine, rather than by a person).
· Transfer your personal information to another party.
Requesting access and exercising rights

You the right to request access to information about that we hold. To make a request for your personal information, or be exercise any of the above rights please contact the Data Protection Lead via email: dpo@sjbc.wandsworth.sch.uk
Right to withdraw consent

In circumstances where you may have provided consent to the collation, processing, and transfer of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time. To withdraw your consent, please contact Ms Dawn Watkins (Director of Business and Operations). Once we have received the notification, we will no longer process your information for the purposes originally agreed to, unless we have legitimate basis for doing so in law.

Contact

If you would like to discuss anything in this privacy notice or have a concern about the wat we are collecting or using your personal data, please contact Ms Dawn Watkins (Director of Business and Operations) in the first instance.

If you have questions about how we handle your personal information which cannot be resolved by Ms Dawn Watkins, then you can contact the Data Protection Officer. Contact details for both the Data Protection Lead and Data Protection Officer can be found below:

Ms Dawn Watkins, Data Protection Lead via email: DWatkins1@sjbc.wandsworth.gov.uk
Garry Hipple, Data Protection Officer – Gary.Hipple@richmond and wandsworth.gov.uk
You have the right to make a complaint at any time to the information Commissioners Office, the UK supervisory authority for data protection issues at https://ico.org.uk/concerns.
Changes to this privacy notice

We reserve the right to update this privacy notice at any time, and we will provide you with a new privacy notice when we make substantial updates. We may also notify you in other ways from time to time about the processing of your personal data.
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