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This policy is about the protection of the biometric information of children and is published in relation to the following legislation:
The Protection of Freedoms Act (PFA) 2012.
The UK General Data Protection Regulation (UK DGPR) and the Data Protection Act 2018 (together hereinafter referred to as the ‘Data Protection Laws’).
The policy sets how such data might be used by St John Bosco College and should be read in conjunction with each school’s General Data Protection Regulation (GDPR) policy, as well as the Data protection policy and Data Protection Policy.
Definitions
To understand the terminology used in this policy, the following definitions are explained.
Biometric data
This is personal information about a person’s physical, physiological, or behavioural characteristics that can be used to identify that person. This can include their fingerprints, palm or fingertip characteristics, facial shape, retina and iris patterns and hand measurements.
All biometric information is considered by the Information Commissioner to be personal data as defined by the GDPR 2018. This means it must be obtained, used, and stored in accordance with those regulations.
The PFA 2012 includes provisions which relate to the use of biometric data in schools and colleges when used as part of an automated biometric recognition system. These provisions are in addition to the requirements of the data protection laws.
Automated biometric recognition system
This is technology which measures an individual’s physical or behavioural characteristics by means of equipment that operates ‘automatically’ (i.e. electronically) and uses this information to recognise or identify them.
Biometric recognition systems can use many kinds of physical, physiological, or behavioural characteristics such as fingerprints, facial images, or hand measurements etc.
Processing data
This means obtaining, recording, or holding the data or carrying out any operation or set of operations on the data, including (but not limited to) disclosing it, deleting it, organising it or altering it. An automated biometric recognition system processes data when:
Recoding pupils’ biometric data – for example taking measurements from a fingerprint via a fingerprint scanner.
Storing pupils’ biometric information on a database system.
Using that data as part of an electronic process – for example by comparing it with biometric information stored on a database to identify or recognise pupils.
Data protection principles
The school processes all personal data, including biometric data, in accordance with the key principles set out in the GDPR we ensure that the data is:
· Processes lawfully, fairly and in a transparent manner.
· Only collected for specified, explicit and legitimate purposes, and not further processed in a manner that is incompatible with those purposes.
· Adequate and where necessary, kept up-to-date, and that reasonable steps are taken to ensure inaccurate information is rectified or erased.
· Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed.
· Processed in a manner that ensures appropriate security of the information, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organisational measures.
How it will be used
Biometric information may be used for a range of applications and services including but not limited to access and exit for the premises, access to services such as paying for meals in the canteen, attendance records and computer services.
The school currently makes use of biometric information technology in the form of fingerprint information for payment of meals in the canteen. Fingerprint images are not recorded or stored, instead a mathematical representation is created from certain points on the finger, this information is used to create a template. This template would not be able to be used to recreate the original image of the fingerprint.
Consent
The Protection of Freedoms Act 2012 (sections 26 to 28), places specific requirements in schools and colleges when using personal information, such as biometric information, about students for the purposes of automated biometric recognition system.
Currently the use of biometric data is optional, and we ensure parents of a pupil (under the age of 18) who wishes to use biometric information technology are notified and will gain written consent from a minimum of one parent should we reintroduce the collection of biometric data for the purposes of an automated biometric recognition system (Appendix A).
The school does not need to notify a particular parent or seek consent if satisfied that:
· The parent cannot be found, e.g. their whereabouts or identity is not known.
· The parent lacks the mental capacity to object or consent.
· [bookmark: _Int_weB6Oonv][bookmark: _Int_aErIlqab]The welfare of the pupil requires that a particular parent is not contacted, e.g. where a pupil has been separated from an abusive parent who must not be informed of the pupils whereabouts.
· It is otherwise not reasonably practicable for a particular parent to be notified or for their consent to be obtained.
Where neither the parent of a pupil can be notified for any of the reasons set out above, consent will be sought from the following individuals or agencies as appropriate:
If a pupil is being ‘looked after’ by the LA or is maintained by a voluntary organisation, the LA or voluntary organisation will be notified, and their written consent obtained.
If the above does not apply, then notification will be sent to all those caring for the pupil and written consent will be obtained from at least one carer before the pupil’s biometric data can be processed.
Notification will include full details of the biometric data to be collected, the intended use and right of the parent and/or legal guardian and pupil to opt out or withdraw consent at any time and the school’s duty to provide reasonable alternative arrangements for those pupils whose information cannot be processed. 
If consent is refused the school will ensure that the pupil’s biometric data is not taken or if taken securely removed from the biometric recognition system following withdrawal of consent.
Where staff members and other adults use the school’s biometric system, consent will be obtained from them before they use the system.
Staff and other adults can object to taking part in the school’s biometric system and can withdraw their consent at any time. Where this happen, any biometric data relating to the individual that has already been captured will be deleted. 
Consent is valid until such time that it is withdrawn.
Alternative arrangements
Parents, pupils, staff members and other relevant adults have the right not to use the school’s biometric system.
Where individuals do not wish to use the biometric system, a cashless card system is in place using ID cards to make payment in the canteen.
Data Retention
Biometric data will be managed and retained in line with the school’s Data Protection Policy.
Should an individual (or pupil’s parent, where relevant) withdraw consent for biometric data to be processed, it will be erased from the school’s system.
Further information and guidance
Protection of children’s biometric information in schools - DFE non-statutory advice dated July 2022
ICO guidance on data protection for education establishments






























Appendix A - Consent letter and form for use of biometric information in school

Consent to process pupils’ biometric information.
The school wishes to use information about your child as part of an electronically operated recognition system. 
[bookmark: _Int_ALpdz0bH]The information that the school wished to us is referred to as ‘biometric information’.  Under the Protections of Freedoms Act 2012 (sections 26 to 28) we are required to notify each parent and obtain the written consent of at least one parent before being able to use your child’s biometric information.
Biometric information and how it will be used
Biometric information is information about a person’s physical or behavioural characteristics that can be used to identify them, for example, information from their fingerprint. The school would like to take and use information from your child’s finger and use this information for the purpose of providing your child with access to [cashless catering, library management, printing, door access, lockers, and e-registration]
You should note that the law places specific requirements on schools using personal information, such as biometric information, about pupils for the purposes of an automated biometric recognition system. 
For example: 
1. the school cannot use the information for any purpose other than those for which it was originally obtained and made known to the parent(s) (i.e. as stated above).
2. the school must ensure that the information is stored securely.
3. the school must tell you what it intends to do with the information. 
4. unless the law allows it, the school cannot disclose personal information to another person/body.

Consent
For the school to use your child’s biometric data please complete the form provided. We require consent from 1 parent; however, this consent will be overridden should another parent object in writing to the use of their child’s biometric data.

You can also withdraw any consent at a later stage if you change your mind, this withdrawal of consent must be made in writing. Should you remove consent your child’s biometric data will be securely deleted.

Your child can also object or remove their consent to use their biometric data and we would appreciate you discussing this with your child, explaining they can object if they wish.
When your child leaves the school, their biometric data will be securely deleted.

Further information and guidance
More information from the Department for Education and the Information Commissioners Office can be found via the following links:
Protection of children’s biometric information in schools - DFE non-statutory advice dated July 2022
ICO guidance on data protection for education establishments




Consent Form for the use of biometric information in schools

Please complete this form if you consent to the school taking and using information from your child’s fingerprint for use of the cashless catering
By signing this form, you are authorising the school to use your child’s biometric information for this purpose until they leave the school. If you wish to withdraw your consent at any this can be done in writing and sent to the school.
Once your child ceases to use the biometric recognition system, their biometric information will be securely and permanently deleted by the school.

______________________________________________________________________________
I/We understand and give consent for the use of my child’s biometric data to be used at St John Bosco College as part of a recognition system as described above.
Name of child _________________________________________________________________
I/We understand that I/we can withdraw this consent at any time in writing.
Name of parent(s) _____________________________________________________________

Signature(s) __________________________________________________________________

Date _________________________________
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